
Optimize Your M365 Security for Hybrid Work
In recent years, enabling remote work has been an exercise in triage to maintain operations while access 
to office space was restricted. But the hybrid workplace is now here, and forward-focused organizations 
are seizing the opportunity to optimize their technology and build more secure and sustainable 
solutions for business success.

At a time when employees are regularly working beyond the 
traditional office perimeter, BYOD is prevalent. Cyber threats 
are rapidly increasing, and IT leaders must build a security 
framework that aligns to their organizations’ business 
objectives, wrapping around every process and application.

“There may be cases where you want a particular 
technology, but its security is lacking,” said Toronto-based 
CIO Jim Love. “But you can still make things work if you have 
the ability to bolster the security around that technology.”

In this paper, we highlight the powerful hybrid work 
capabilities of Microsoft 365 (M365), and explore how add-
ons and third-party integrations can help IT leaders continue 
to build a secure and agile hybrid work environment.

While business leaders are keen to show their commitment 
to change, the transition to a hybrid work model has been 
slow and laborious. The 2022 CBRE Workforce Sentiment 
Survey tells us that by Q1 2022 only 36 per cent of 
companies had successfully set their hybrid workplace plan 
into motion.

A common challenge for IT leaders is in understanding 
how technology can support business objectives in an 
entirely new way while protecting their companies from 
the associated risks. Contributing to this are misaligned 
security perceptions between IT and other line of business 
leaders, which often results in disjointed decisions 
that prevent the development of a comprehensive, 
organization-wide strategy.

New era, new security challengesThe changing landscape

Gain a baseline understanding of your 
company’s security posture
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When the world rapidly pivoted to remote work in 2020, M365 adoption skyrocketed. While Microsoft has not released 
adoption rates for the whole platform, we know that its star application, MS Teams, increased its user base to a whopping 
270 million in 2022 from 44 million in March 2020. Two years later, with most organizations working at least partially in the 
cloud, focus shifts to optimizing and securing the M365 investment.

Microsoft 365 enables hybrid work in a number of ways:
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Identity and access management

Centralized management 
- Centralize and simplify IT 
management, enabling IT teams to 
focus on growing core capabilities 
while proactively managing security.

Access anywhere – Get a seamless 
and equitable work experience to 
all employees regardless of their 
location. Each user gets installation 
on up to five devices, and can 
securely access most applications 
through a web browser.

Enhanced collaboration – 
Enable users to communicate 
using Teams channels, chat, and 
videoconferencing. Users can 
also share calendars, tasks and 
documents in real-time.

Basic mobility management - 
manage and secure mobile devices 
like smartphones and tablets; set 
device security policies and access 
rules, and wipe mobile devices if 
they’re lost or stolen.

Up-to-Date Apps - M365 licensees 
are automatically updated to the 
latest versions of software, included 
in the monthly subscription cost.

Microsoft is a master of the whole product concept, delivering strong core products with powerful capabilities built to be 
scaled and enhanced through add-ons and third-party integrations.

Toronto-based Senior Director of IT & Operations Mat Panchalingam said M365 helps keep remote workers productive while 
providing a secure foundation: “It’s the standard in almost every company. Google may have sliced into that somewhat 
in recent years, but Microsoft Exchange and Outlook, along with Office suite, is still top-shelf. Microsoft 365 gives you the 
building blocks of a productive and secure hybrid office.”

Built-in security capabilities by subscription:

M365 security
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M365’s business subscriptions feature many essential security features, with more advanced capabilities included in 
enterprise subscriptions, but in no way does M365 claim to deliver comprehensive security out of the box.

Arik Kalininsky, a Toronto-based Chief Technology Officer, says no solution – not even M365 – is going to prevent your 
being breached via human error and clever social engineering. The best practice, he said, is doing what Microsoft itself 
recommends: to add third-party solutions and expertise to the mix.

“Train your people properly. Respect the power of social engineering, and how easy it is to gain people’s trust with a new 
and novel deception. But at the same time, don’t rely solely on Microsoft. Trust 365 security, it’s excellent; but add other 
security solutions into your overall mix. Make sure you’re not putting all your eggs into one basket.”

Here we identify three critical areas where M365 security requires additional optimization, and present optimal 
solutions either from Microsoft themselves or a Microsoft Partner such as Ricoh Canada:

Extending M365 security

1.  EMAIL SECURITY

Microsoft 365 boasts built-in, integrated email security 
protection with:

• Exchange Online Protection – basic email defence 
against spam and malware

• MS Defender – sandboxes attachments and 
compares email URLs against real-time blackhole 
lists. Available with the M365 Business Premium 
licence. E5, A5, and E5 licence holders are upgraded 
to dynamic response capabilities, incident 
simulations, and advanced threat analysis.

“Some organizations, of the mind that cyber attacks are 
inevitable, are satisfied with 365 email security, which 
provides good security,” says Panchalingam. “However, 
nothing is perfect, and as a small example, phishing/spam/
malicious email filtering is not natively enabled, nor are 
they included in your subscription.”

With more than 90 per cent of cyber attacks originating 
from email, there are many who want to do everything they 
possibly can to ensure email security. As it happens, the use 
of third-party solutions to bolster security is not something 
Microsoft discourages. From Section 5 of the Microsoft 
Services Agreement:

The Services may allow you to access or acquire 
products, services … or applications from independent 
third parties. Many of our Services also help you find … 
interact with Third-Party Apps and Services … 

Ricoh offers RSECURE – Mail Security, a fully managed 
solution for organizations that wish to enhance or add to 
their M365 email security, backup, archiving, and signature 
capabilities. Choose from four different packages, which 
include phishing and malware scans, AI-based threat 
detection, and integration with Security Information and 
Event Management (SIEM) services.

2.  USER AUTHENTICATION

On their own, passwords offer only basic protection. “Next 
level” authentication involves multifactor authentication 
(MFA), which uses both a password and a verification 
method based on either something users have that can’t 
easily be duplicated, such as a smartphone, or an even less 
replicable attribute such as a fingerprint.

“Although M365 is a secure set-up out of the box, there 
are always things you can do to make a good thing work 
even better,” said Panchalingam. “Two-factor authentication 
is not enabled by default. At a time when companies are 
facing serious resource and staffing constraints, these are 
the kinds of things that might get overlooked.”

Keeping data inside the protected network and off local 
devices is a significant benefit of working in a Microsoft 
cloud environment: “With a properly set up Microsoft 
infrastructure, and leveraging Azure Active Directory, a 
laptop becomes a shell,” says Panchalingam. “All your data is 
in the cloud and appears as needed. Just logging into your 
computer sets up your email, Teams account, and OneDrive, 
giving you access to your email, and communications with 
your team.”

Companies that want to use MFA for M365 can use the 
Microsoft Authenticator smartphone app. With this free app, 
users can sign in to their personal or work Microsoft account 
using a fingerprint, face recognition, or a six-digit PIN.

Elevate Microsoft 365 with fully managed 
Ricoh Mail Security

> Find your mail security solution

https://www2.deloitte.com/my/en/pages/risk/articles/91-percent-of-all-cyber-attacks-begin-with-a-phishing-email-to-an-unexpected-victim.html
https://www.microsoft.com/en-us/security/mobile-authenticator-app
https://www.ricoh.ca/en/solutions/ricoh-it-services/it-security-solutions/it-security-solutions-as-a-service
https://www.ricoh.ca/en/solutions/ricoh-it-services/it-security-solutions/it-security-solutions-as-a-service


3.    DATA BACKUPS

To understand Microsoft’s stance on backups, consider their 
responsibility model. M365 employs a shared responsibility 
model, meaning that while Microsoft claims full 
responsibility for 365’s global infrastructure and 24/7/365 
availability, customers are responsible for the classification, 
security, and storage of their own data.

Microsoft recommends in its Services Agreement that 
customers backup their data on a regular basis:

We recommend that you regularly backup Your Content 
and Data that you store on the Services or store using 
Third-Party Apps and Services.

There are limits to the protection Microsoft offers: with 
M365 the default retention period is 14 days for file 
deletion and recovery. “This can be maxed out to 30 days,” 

A strong foundation for secure hybrid work

There’s good reason why Microsoft 365 is one of the world’s leading platforms for hybrid work: its core features enable 
seamless work, collaboration, and efficiency in any location. Its built-in security features deliver basic protections that can be 
extended and optimized with the right strategy and tools in place.

A strong security posture begins with a strategic security framework that aligns to your organization’s specific risk profile, and 
addresses any weaknesses. Understanding the full scope of your M365 investment is essential, enabling you to fully leverage 
its many hybrid work benefits while scaling up or extending its security capabilities to ensure your organization is protected.

said Panchalingam. “It’s better than nothing, but with the 
average time to detect and contain a data breach being 
much longer than that — IBM says 280 days — a third-party 
solution is absolutely necessary.”

With M365, a third-party backup solution is essential. 
Consider Ricoh’s Hybrid Backup, which delivers a robust 
backup infrastructure with best practices management. 
This powerful solution combines an on-site backup 
appliance, with secure replication to the cloud, with data 
de-duplication, encryption, cloud storage, and multiple 
retention capabilities — monitored and managed 24/7/365.
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Ricoh’s team of security experts can help you assess your current 
security posture, build data-driven strategies, and optimize your 
M365 subscription to future-proof your business with secure, 
seamless hybrid work. Ricoh is a Microsoft Gold Partner.

Unsure about next steps?  Talk to us today.

Discover Ricoh Hybrid Backup
> Learn More
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