
As municipalities increasingly digitize their processes to better serve the needs of their citizens, cyber security 
becomes more difficult to manage. Cyber criminals know this, which is why municipalities across Canada are 
under siege by ransomware.

Ransomware is a form of cyber extortion where malware infiltrates an organization’s network and locks 
down critical data by encrypting it and demanding ransom payment in exchange for its release. The impact on 
municipalities is significant, often halting operations for days or weeks, costing time and money while creating 
potential consequences for public safety.

Exactly how big of a threat is ransomware to Canadian municipalities? Get the facts:

1. Canada’s public sector is a prime target

A 2021 report1 by leading security solution provider Barracuda 
indicates 44% of global ransomware attacks in 2020 were against 
municipalities. In Canada, more than half2 of ransomware attacks in 
2021 were on public infrastructure. 

Municipalities are attractive targets because of their generally weak 
cyber security – mainly because of chronic underfunding due to 
prioritization of more immediate demands such as public safety, 
economic development and social services. Municipalities are also 
likely to pay the ransom, as the stakes are high with potential 
impact on citizens.³

2. Attacks on Canadian municipalities are increasing

More than a dozen municipalities have publicly disclosed ransomware 
attacks in recent years. This represents just a fraction of the full 
number since many choose to keep the details under wraps.  

Other municipal leaders such as Mayor Dan Mathieson of Stratford, 
Ontario have chosen to share their ransomware experience as a 
cautionary tale to promote ransomware awareness. 

In April 2019, eight of Stratford’s city servers were encrypted by 
ransomware4, disrupting phone, email and website operations. 
The city received a ransom demand of $75,000 in exchange for a 
decryption key to unlock their data.

3. 1 in 6,000 emails received are infected5

Email is the number one attack vector for ransomware – how 
ransomware gets in. 

Employees receive phishing emails designed to appear as though 
they come from a trustworthy source. Encouraged to click a link 
or download an attached file, ransomware infects their device 
and spreads through their files, seeking entrance to the broader 
network. Ransomware is incredibly fast and stealthy – in many cases 
organizations aren’t even aware they have it until it’s deployed. 
By that time, all systems and data are locked down and a ransom 
demand appears onscreen.

In 2018, an employee with the Regional Municipality of Mekinac6 clicked 
a link in a phishing email and launched a ransomware attack that cost the 
region $30k in ransom and about two weeks of server downtime. 
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4. Average ransom demand is $200,000 CAD7

The value of ransom demands has decreased since 2020, but this isn’t a 
positive development – experts posit8 that attackers are getting smarter, 
tailoring their ransom amounts to what their victims are more likely to pay.  

Bitcoin is the preferred ransom currency. A form of cryptocurrency, it’s 
highly accessible, efficient and difficult to track making it the ideal  
choice for criminals.  

The highest known municipal ransomware demand in Canada was $20M 
against the City of Saint John.9 The city refused to pay, opting instead to 
recover their data. This resulted in a recovery cost of $2.9M.

5. With robust cyber security, municipalities don’t have to pay

The decision to pay ransomware attackers involves multiple factors including 
the potential impact on citizens, whether ransomed data can be retrieved 
another way, and the importance of discretion. Some ransomware groups 
have established reputations for honouring their agreements, following 
through with a decryption key once payment is made. Others do not and may 
even escalate their demands. 

When The Nation, Ontario was attacked in 201810, they refused to pay the 
$10,000 ransom, choosing to recover their data and systems on their own. 
With the right cyber security measures in place, attackers have no leverage.

6. Downtime and data recovery often cost more than ransom 

A solid backup infrastructure enables the IT team to move straight to 
remediation and recovery, bypassing ransom negotiations entirely.  
Returning to operations is a top priority, as statistics show11 that organizations 
experience an average 22 days of downtime from a ransomware attack. 

In the case of the City of Woodstock, systems and data were shut down  
by a September 2019 cyber attack where no ransom demand was received.  
The recovery costs exceeded $660,000, the bulk of which came from  
outside consultants and staff overtime as the city had no choice but to 
 recover data from its own backups and rebuild its network. 

Ransomware prevention is critical for any organization, but for highly  
targeted municipalities, it’s absolutely essential.  Robust data backups, end-to-
end protection and automated ransomware containment are three essential 
components of ransomware resilience.

Ricoh’s ransomware containment solution, adds a second layer of 
defence for municipalities, stopping an attack in its tracks. Even when 
preventative measures fail, RansomCare ensures you’re protected from  
the devastating impact of this malicious threat.
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Visit our website to learn more about RansomCare or contact a Ricoh specialist.

Ricoh regularly works with municipalities to 
enhance their service delivery in a cost effective 
and secure way. Ricoh Canada is a proud sponsor 
of MISA, AMCTO and ARMA – look for us at  
these association events in the year ahead!  

Ricoh Canada solutions are registered with  
Canoe and OECM procurement groups. 
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